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= QoS (quality of service)

= QoS is determined by : ;
, and

Bandwidth
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J) How do loss and delay occur?
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packets queue in router buffers

« packet arrival rate to link (temporarily) exceeds output
link capacity

= packets queue, wait for turn
packet being transmitted (delay)

packets queueing (delay)

free (available) buffers: arriving packets
dropped (loss) if no free buffers



Four sources of packet delay

transmi 5|on

<—propagat|o

-
B

nodal
processing queueing

dnodal i dproc il dqueue W dtrans T dprop

dyroc: NOdal processing  d, .: queueing delay
= check bit errors time waiting at output link for
= determine output link ke 350N

' depends on congestion level of
= typically < msec

router
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J) Four sources of packet delay

transmi 5|on

<—propagat|0ﬁ—>

—>

[_7

nodal
processing queueing

dnodal i dproc il dqueue i dtrans T dprop

drans: transmission delay: dprop- Propagation delay:
L: packet length (bits) d: length of physical link
R: link bandwidth (bps) s: propagation speed in medium
d,... = LIR (~2x108 m/sec)
dyrop = d/s

dtrans and dprop g

very different



average
gqueueing delay

« R: link bandwidth (bps)
= L: packet length (bits)

= a: average packet
arrival rate

average
queueing
dela

La/R ~ 0: avg. queueing delay small

La/R -> |:avg. queueing delay large
La/lR > |:more “work” arriving
than can be serviced, average delay infinite!

1-10




Packet loss

= queue (buffer) preceding link in buffer has
finite capacity
= packet arriving to full queue dropped (lost)

= lost packet may be retransmitted by previous
node, by source end system, or not at all

//\\\ [ BN
[ N N

Router Output

Packets Queues In Router’s Buffer




Throughput (HFH =)

= throughput: rate (bits/time unit) at which
bits transferred between sender/receiver
instantaneous: rate at given point in time
average: rate over longer period of time

'i"fe—a- 3—)1‘_\

server sends bits pipe that can carry pipe that can carry
(fluid) into pipe fluid at rate fluid at rate
R, (bits/sec) R. (bits/sec)

1-12 Introduction



Throughput (more)

= R. <R, What is average end-end throughput?

R, > R, What is average end-end throughput!

— bottleneck link
link on end-end path that constrains end-end throughput

IntronI}c%ion
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" MERIE (Traffic Shaping) : PRI &iZ#H %,

= [ 1§ (Packet scheduling ) : NEWE G/ AL H
Ui, EEAFE . buffer space, CPU cycles.

= gtz (Admission Control) 9o B E 483 &
, BRI 28 B AN B 20 5 F

= |ntegrated services (IntServ): T E &5 T 55 Hr i
RSVPR e fil g b 7 %2

= Differentiated services (DiffServ): i id X} %3 £
BEAT 0 bR E R 2 HAL e 2K




= QoE (quality of experience): &1 H %% % .
2 AT R G N BRIV 25 ) o = A A BE Y
- QOETE A& F 7 B2 2] 1 58 AN L AR 1) X
SIFERL

Transport
Network

QoE
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2. 2Traffic Engineering (TE)

" Traffic Engineering (TE): is the process of
in response to changing
in order to achieve

" Key feature:

No matter how the network resources are limited or if there are
links/nodes down.

TE is expected to achieve the optimal performance.



Suppose a 5MB
demand arrives
first

e |t gets placed
on the
shortest path

* Then the 7MB

can’t be
placed

G TE allows the 5MB
demand to be
steered to BCEFG

 Allows the
network to

-- support both
s 7MB link demands

s 10 MB link




2. 2Traffic Engineering (TE)

" Traffic Engineering (TE) focus on

" Toolkit:

QoS

Multiprotocol label switching (MPLS)
Traffic shaping

Load balancing

Network monitoring and analysis



QoS VS TE

"= QoS: ensure that traffic is given
over less important traffic

= TE: the performance and utilization
of network resources to ensure the traffic is
and across

the network
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= Flow control: prevent a fast sender from
overrunning a slow receiver
= W7
Sliding window protocol (il HIHLH], b2
AT 2 35 0] R FH e s T i E 15D
Stop and wait protocol ({5 1FZ5£5 1)

—F&XJll: stop and wait protocol only send
at a time, while sliding window protocol can
send at a time.




Sliding Window Protocols

* A One-Bit Sliding Window Protocol

* A Protocol Using Go Back N

* A Protocol Using Selective Repeat



Transmitter

Send Window

I I I I I I l 1 >
>

Frames T T T

transmitted
and ACKed 2! Srecent  SjaertWi-1

Transmitter waits for error-
free ACK frame with
sequence number S,

When such ACK frame
arrives, Sy Is
Incremented by one, and
the send window slides
forward by one

W,. send window size

m-bit Sequence Numbering

0]
2m— 1 1
2
SIast
send
window i
I+ W,—1 I+ 1



Window Protocols (2)

= Principle of sliding window protocols
Each transmitter maintains a table of sequence
number(in order).The sequence numbers within the
sender’s window W represent frames that have
been sent or can be sent but are as yet not
acknowledged
Each receiver maintains a table of sequence
number(in order), receiving window Wq:
corresponding to the set of frames it is permitted to
accept.
Only when receiving window rotated, send window
can slide.



A sliding window of size 1, with a 3-bit sequence number.
(a) Initially.

(b) After the first frame has been sent.

(c) After the first frame has been received.

(d) After the first acknowledgement has been received.
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\ Received Signal
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Received Signal




Window 3
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Sent Signal
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Received Signal
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i) Go-Back-N ARQ (automatic repeat request)

5
2 S
Posts and s

® Characteristics of Go-Back-N ARQ:

The size of the sender window in Go Back N ARQ is
equal to

The size of the receiver window in Go Back N ARQ is
equalto .

When the acknowledgment for one frame

by the sender or the frames received by the
receiver are , then the
starting from the IS



Selective Repeat Protocol (SRP)

" Why we need SRP?

If the connection is poor, there will be frequent loss
of packets and the sender would have to retransmit
all the outstanding packets. This wastes the
bandwidth of the channel.

The size of the receiver window is 1 in go-back-N.

This retransmission of packets increases the traffic

on the network creating a cumulative increase in
congestion.



Sender

Receiver
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Root cause for congestion is (dynamic) lack
of bandwidth.

— Demand for bandwidth is greater than
capacity.
— Sudden surge in demand.

— Unexpected traffic flowing into the links
due to routing. .

Link down (3% 2% 5% B& 5298 W 7T)

257

TR : BEE, BIEPIE), BEES

R



Congestion scenarios: Speed Mismatch

= LAN - WAN interconnect.

= [] Interconnection of high bandwidth LAN
links to low bandwidth links.

" ] Problems:

= — Traffic from high bandwidth links gets
choked on entering low bandwidth links.

= _ Buffer exhaustion on devices.



\J Buffers can become full

Output

Packets Queues In Router’s Buffer

® Red - High Priority Packet @ Violet - Medium Priority Packet @ Black - Low Priority Packet




Congestion scenarios: Aggregation

Traffics from multiple links aggregate (&
) into a single link of small bandwidth.

Problems

— Similar to speed mismatch. Here
aggregation is the reason for the perceived
speed mismatch.

— Aggregated link is congested.
— Buffer is full on devices.
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= Monitor system to detect when and where
congestion occurs

= Pass this information to places where action
can be taken

= Adjust system operation to correct the
problem



The approach that the Internet takes is to use a
distributed algorithm to converge to an efficient and

fair outcome.

P

il <

How to achieve this? ) ./%

Approach: sense and react

f’
Example: taking a shower A

Use a feedback loop with signals and knobs

/2,



Signals and Knobs in Congestion Control

Implicit feedback
_ signals measured
Packets being ACK’ed

Packets being dropped (e.g. RTO) d_ll_l’r?Ctly at Selnder' ici
Packets being delayed (RTT) ( ere are also explicit
Rate of incoming ACKs signals that the network

might provide.)

= Signals

= Knobs

What can you change to “probe” the available bottleneck capacity?
Suppose receiver buffer is unbounded:
Increase window/sending rate: e.g., add x or multiply by a factor of x

Decrease window/sending rate: e.g., subtract x or reduce by a factor
of x



Goodput

Maximum capacity of Perfect

subnet sen .
Desirable

Congested
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Packets sent
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Network provisioning (M 4%Hc & )

Network deployment
Traffic-aware routing
Admission control
Traffic throttling (REFRIR)
(explicit congestion notification)

Load shedding (J##%)



Approaches to Congestion Control

month S-min ms-s Mms-S Ms-S
Network Traffic-aware  Admission Traffic Load
provisioning routing control throttling shedding
< : % % % | P
Slower Faster
(Preventative) (Reactive)

« Increase resource
« Reduce load

Timescales of approaches to congestion control



Traffic-Aware Routing

Shifting traffic away from congested regions by setting the link weight to be a
function of the link bandwidth and propagation delay plus the (variable) measured
load or queuing delay. Least weight paths favor paths that are more lightly
loaded. Rarely done today, preferring traffic engineering' (TE) instead (e.g., QoS).

Choose routes depending on traffic, not just topology
« E.g., use Ellink for West-to-East traffic if CF is loaded
 But take care tO avond oscillations ( (i-e., convergence issues)

e ————————— T I_— \
West East
l‘ G

: ‘z

\
I>
/TTE done outside

\
|
/ .
.. D | J ;
\ : / of routing
§ — ' . protocols

- — 1
— m— S ————————

’,
". B c ﬁ F

|
|
|
A |
|
|
|
|

R - By

L —

CNSE by Tanenbaum & Wetherall, ® Pearson Education-Prentice Hall and D. Wetherall, 2011



Admission GControl

= Admission Control (3Egiz=Hl) BEEFRE
= FhEUEEREIS KA AI—F44
IO



Traffic Throttling

Network aims to operate just before the onset of congestion. Requires (1) routers

must be able to discern when congestion is (about to) occur (e.g., queueing delay)
and (2) routers must be able to deliver timely feedback to senders to throttle back

rate

Congested routers signal hosts to slow down traffic

« ECN (Explicit Congestion Notification) marks packets and
receiver returns signal to sender
- Routers set the 2 ECN bits in IP packet header signals that router is
experiencing congestion. Destination echoes this back to sender in reply

» ECN bits are the 2 least significant (rightmost) bit in DiffServ field in IP header

» In TCP, echo reply is indicated using ECE bit of TCP header — sender then knows
to throttles back packet rate at the TRANSPORT Layer

Packet Congested Marked
/ / router / packet
C— S |_>'“_'_ N P >
F A : ? - J | =y
| 0 N C :

Congestion signal Host



Load shedding

Load shedding (%X
Discard packets
question what to discard?
e file transfer — Keep old, discard new
» real-time app — keep new, discard old
* need more 1ntelligence:( ?)
Some packets are more important
Video — full frame(don’t discard)-
difference frame (discard)
» Sender prioritizes packets!



Other solutions

Traffic prediction?

Router informs neighbor of possible congestion
Traffic shaping

Regulate the packet rate

VC (virtual circuit) - traffic characteristics
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» EEH]: end-to-end approach
Ensure that data is not sent faster than the
can process

= JZEFEH]: network-level approach

Ensure that data is not sent faster than the
can process



= QoS. QoERE:AMEA
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